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RichMap: Combining the Techniques of Bandwidth
Estimation and Topology Discovery

Hui Zhou and Yongji Wang

Abstract—The ability to characterize the links on network
topology is of great importance in both research and practice.
Existing approaches capture only the topology, regardless of
many critical link properties such as bandwidth and utilization.
We present RichMap, an active probing system, to measure all
link available bandwidth on network topology from an
arbitrary end node. To do this, RichMap not only needs to
discover the complete topology of surrounding networks
without any prerequisite, but it also has to capture link
available bandwidth by measuring paths in the topology. The
accuracy and efficiency of RichMap have been verified through
both simulations and network experiments over 12 diverse
networks. We analyzed the result of experiments, and found
that RichMap is able to accurately and efficiently capture all
link available bandwidth when most of the nodes are no more
than six links away from the source node.

Index Terms—Available bandwidth, end-to-end path,
Internet topology, packet dispersion, traceroute.

I. INTRODUCTION

Measuring link available bandwidth (available-bw) on
network topology is of great importance in both research and
practice. Researchers need to understand the macroscopic
properties of the Internet topology in a rich context. In
addition, both Internet Service Providers (ISPs) and network
operators need measurement facilities to monitor their
administrative networks, as well as to detect the congested
and underutilized links. Furthermore, various
bandwidth-sensitive applications, e.g. multimedia streaming
and peer-to-peer network conference, require the information
of available-bw to adjust their transmission strategies in a
timely manner.

The network topology, in this paper, is a graph whose
nodes represent either routers or end hosts and whose links
represent adjacencies between nodes [13]. Here, two nodes
are adjacent if one is exactly an IP-level hop away from the
other. Link available-bw is the maximum throughput that a
link can provide to a data flow without affecting other traffic
in the link [16]. In the literature, a related notation that has
been widely studied is the available-bw of end-to-end path. A
path typically starts from a source node, crosses a sequence
of intermediate links, and finally ends at a destination node.
Specifically, the path available-bw is just the available-bw of
bottleneck link that limits the end-to-end throughput [14],
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and the source node is the location where we deploy
measurement software.

In the last fifteen years, a number of approaches have been
introduced to automatically discover the network topology.
These approaches typically apply traceroute [18] probes to
infer the router adjacencies. A traceroute probe consists of an
IP packet whose Time-To-Live (TTL) field is set to a
designated value (e.g. x); after traveling across (x-1) routers,
the probe triggers an ICMP response from the xth router [25].
The source node receives the ICMP packet, and extracts the
IP address of the x™ router out from this ICMP packet. By
sending traceroute probes with TTL set to different values,
the source node can obtain the IP addresses of all routers
along the path. A path is built after its nodes and links are all
detected, and the topology is gradually constructed with more
and more paths.

Along a different research thread, many other approaches
have been proposed to capture the path available-bw by
actively probing the targeted path with packet trains, i.e.
series of packets. The underlying assumption is that the
dispersion of a long packet train is inversely proportional to
the path available-bw. If the available-bw is higher than the
probing data-rate, the transmission rate of the packet train
will remain unchanged as it travels across all links to the
destination node. Or else the dispersion must be expanded by
at least one link. Therefore, the path available-bw can be
obtained through monitoring the dispersion of packet trains
sent at various data-rates [15], [33].

However, measuring link available-bw on the topology
has received little attention, and it has been considered as a
challenging task. First, the design of the network
infrastructure does not provide explicit support for an end
node to capture the information of network internals. Second,
both the available-bw and the topology are hard to
characterize because they exhibit high dynamics in a broad
range of timescales [16], [3]. Third, there are not efficient
methods to validate either the accuracy of available-bw or the
completeness of topology.

In addition, most of the above approaches require software
deployed in more than one node. For example, to ensure the
accuracy of available-bw, some approaches deploy software
in both the source and destination nodes of targeted paths
[16]. Another example is that some approaches will map the
Internet by collecting topology information from a set of
source nodes that work in different positions [8]. But
methods applied at a single node are generally more flexible
than those demand more than one node. The reason is that
one can deploy new software at his own network node, but
rarely at other nodes that are not under his administrative
control.

Therefore, we focus on utilizing a single and arbitrary end
node. To make it possible that one can measure link
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available-bw of his surrounding networks without any
prerequisite, the traceroute probe for topology discovery and
the dispersion technique for available-bw must be combined.
The source node not only captures network topology by
searching for paths with traceroute probes, but it also
estimates the link available-bw using probing packet trains.
As a result, in addition to problems faced by existing
approaches, we must deal with three extra problems.

The first problem is the effect of reverse path. The
accuracy of available-bw measurement heavily relies on the
traffic conditions of network paths. Both probing packets that
move in forward path and responded ICMP packets that
traverse in reverse path may be distorted by network noises.
Pathologies such as out-of-order delivery, packet replication
and corruption, exist in both directions of end-to-end paths
[23], [24]. Thus, based on a single source node, we have to
pay more effort so as to reduce the effect of cross traffic in the
reverse paths.

The second problem is the dynamics of router delay. In
order to precisely monitor the dispersion of packet trains, a
probing scheme typically requires timely router responses
[17]. However, when a response from a specific router is
delayed, it is hard to identify whether the delay is caused by
bandwidth or by that router. Furthermore, available-bw
measurement tends to be more sensitive to inconstant router
delay in the presence of higher bandwidth networks.

The third problem is the path selection. As the scale of
topology grows, the number of involved paths increases as
well. Since measuring the link available-bw of a path requires
more probing packets and more control than finding out the
nodes and links of that path, it is necessary to avoid probing
redundant paths. This requirement is critical if the source
node can only access the Internet through low-bandwidth
links.

In this paper, we present RichMap, an original active
probing system that can accurately and efficiently measure
link available bandwidth on the network topology from an
arbitrary end node. Instead of mapping the network topology
in an original manner, RichMap adopts heuristics from
carlier research on topology discovery with slight
modification, and it mainly focuses on measuring the
effective range of link available-bw on a given network
topology.

The basic idea of available-bw measurement is to search
for rate ranges to respectively represent the available-bw of
each link. As supported by our measurement methodology,
the dispersion of a long packet train will be expanded when it
enters a link whose available-bw is lower than its data-rate.
Therefore, RichMap sends packet trains at different rates into
a path, and monitors per-link dispersion of the trains to
narrow the rate ranges for each link available-bw step by
step.

To weaken the effect of reverse path and the dynamics of
router delay, as well as to optimize the path selection process,
many implementation features were added to RichMap.
Thereafter, the accuracy and efficiency of RichMap have
been verified in both simulations and the network
experiments. We analyzed the experiments, and found that
RichMap is able to accurately and efficiently capture link
available-bw on a topology when most of the nodes are no
more than six links away from the source node. Additionally,

though the main purpose is measuring available-bw instead
of mapping topology, RichMap can obtain comparatively
complete topologies of both small-scale and medium-scale
networks.

The rest of this paper is organized as follows. Section 2
discusses the related work. Section 3 presents the
measurement methodology, and Section 4 gives some
implementation features in details. Section 5 verifies
RichMap with simulations and network experiments, and
Section 6 analyzes some properties of the resulted maps.
Finally, Section 7 concludes the paper.

II. RELATED WORK

Along two separate research lines, a large number of active
probing methods and systems have been introduced to
discover the network topology and to capture available-bw,
respectively.

Pansiot and Grad first attempted to build a map of the
topology by tracing paths to 5000 destinations from a single
source node [22]. Siamwalla et al. proposed some heuristics
for inferring the topology based on primitives like ping and
traceroute [26]. Similarly, Burch and Cheswick discovered
and visualized the topologies of some large-scale networks
[3]. A step further, Spring et al. attempted to discover the
topologies of ten diverse ISPs using over 750 public
traceroute servers as measurement vantage points [27].
However, all these methods maintain the destinations
addresses as a prerequisite regardless of local network
environment, so one cannot expect a satisfying topology
from an arbitrary network location.

The first representative system that can build the topology
from a source node is Mercator [13]. Mercator largely utilizes
the traceroute probes to map the topology. Furthermore,
Mercator searches for routers that support IP source-route
options from the discovered routers, and then it directs some
traceroute probes via these source-route capable routers so as
to discover cross-links that otherwise might not be detected.
In almost the same way, RichMap generates a list of
destination addresses for subsequent probing by analyzing IP
prefixes. But RichMap mainly focuses on characterizing the
topology and providing detailed information about link
available-bw.

From a different perspective, the NetInventory system is
designed to discover physical topology in heterogeneous IP
networks [1]. A physical topology generally covers more
fractions of the networks than an IP-level topology because
physical topology captures the complex interconnections of
layer-2 network elements, e.g. switches and bridges. Though
Netlnventory solely relies on SNMP Management
Information Base (MIB) [6] that is widely supported in
modern IP networks, it is hard for Netlnventory to scale
because the physical infrastructure that lies under an IP-level
topology generally involves many more nodes and
communication lines than its upper-layer views.

Besides exploring real network topologies, researchers
have designed some virtual models to construct the topology.
Waxman introduced what appears to be one of the popular
network models [30]. Waxman graphs are generated
probabilistically considering the nodes as points in a
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Euclidean space. Calvert et al. discussed different
graph-based models for representing the topology of large
networks, and they focused particularly on aspects of locality
and hierarchy [4]. Zegura et al. introduced a comprehensive
graph model that included several earlier models, and
combined some simpler topologies in a hierarchical structure
[31]. Particularly, Faloutsos et al. proposed several empirical
power laws that can characterize the Internet inter-domain
topology [11]. This further leads to a large amount of
research effort in building and analyzing topology models
(2], [7], [28].

Besides topology discovery, available-bw measurement is
a problem that has attracted the attention of many
researchers. The first tool that attempted to measure
available-bw was Cprobe [5]. Cprobe transmits short
sequences of ICMP echo packets to destination node in a
back-to-back fashion, i.e. as close as possible, and calculates
the achieved throughput from the timing interval between the
first and the last ICMP replies to estimate available-bw. The
underlying assumption is that the dispersion of a long packet
train is inversely proportional to available-bw. However, in
[9], Dovrolis et al. demonstrated that this is not the case.
What the dispersion of back-to-back packets captures is the
asymptotic dispersion rate (ADR), instead of available-bw.

After Cprobe, on one hand, many techniques that relied on
both end-points of a network path were introduced. A typical
path available-bw measurement tool, called Pathload, was
proposed in [15], and was further explained in [16]. Pathload
does not report a single figure; instead, it outputs a rate range
in which path available-bw may reside. In order to locate and
narrow the rate range, Pathload sends packet streams at
different rates and monitors their one-way transmission delay
at the destination node. Similarly, RichMap manipulates rate
ranges by probing the targeted path with packet trains sent at
different rates. But RichMap is deployed in only the source
node, and what it captures is link available-bw. Specifically,
RichMap captures the per-link dispersion of probing packet
trains, instead of one-way transmission delay, to identify the
relation between link available-bw and the probing rates.

On the other hand, many methods have also been proposed
to estimate bandwidth from the viewpoint of a single source
node. However, these methods mainly focused on measuring
capacity, i.e. the maximum data rate that the link or path can
ever achieve, instead of available-bw. For example, pathchar
[10], and the tailgating technique [19] measure link capacity,
while Bprobe [5], nettimer [20], pathrate [9], and the PBM
methodology [24] measure the end-to-end path capacity.

Recently, Hu et al. addressed the problem of bottleneck
location and presented a tool — Pathneck — to infer the
location [14]. Pathneck relies on the fact that cross traffic
interleaves with probing packets on the links along the path,
thus changing the length of the packet train. By measuring
the per-link train length, the position of bottleneck link can be
inferred. The TTL setting of the packet train in our
measurement methodology is similar to the recursive packet
train adopted by Pathneck. However, as Hu also noted,
Pathneck cannot estimate available-bw because it does not
precisely control the inter-packet gap.

Our earlier work in [33] and [34] presented a technique to
measure three properties (i.e. location, capacity, and
available-bw) of bottleneck link. But what the technique
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concerns about is the bottleneck link, instead of all links
along the path. Furthermore, it is hard to apply this technique
to the whole topology because that requires the precise
knowledge of all link capacities. In contrast, RichMap does
not refer to available-bw as a single number, but adopts the
notation of rate range in which available-bw locates. Through
monitoring the dispersion of probing packet trains, RichMap
captures link available-bw on the surrounding networks.

III. MEASUREMENT METHODOLOGY

Our measurement methodology is designed to answer a
question: how to measure almost all link available-bw on a
given topology? To do this, we first characterize the relation
between a probing packet train and link available-bw. Then
we design an active probing scheme to capture narrowed rate
ranges respectively for each link available-bw. Finally, we
illustrate how to estimate the per-link dispersion of a packet
train since monitoring the dispersion is an essential part of
our scheme.

A. Analytical Model

Formally, an end-to-end path is a sequence of First-Come
First-Served store-and-forward links that transfer packets
from source node R, to destination node R, through
intermediate nodes Ry, R,,...,R,.;. Link L,= (R;;, R)) is the data
connection from R, to R;. Two critical properties of L; are
link capacity (C;) and link available-bw (4;). C; refers to the
maximum data rate that L, can ever achieve; 4; is the spare
bandwidth that is not utilized by cross traffic, which travels
on L;atrater/, and ri = C; — 4; . Compared with the time (a
few seconds) our measurement generally takes to measure
link available-bw, the path properties can be viewed as
constant since they do not change much on the scale of hours
[32]. We assume that C,, 4; and r/ are constant during a
measurement process if they are not affected by the probing
packet trains sent by R,. In addition, path available-bw (4)
refers to the minimum link available-bw.

Consider that from an arbitrary time instant, R, transmits a
train of N packets to R, along network path P at data-rate r,.
All packets are of size S and are equally spaced. Fig. 1 shows
the train as it traverses on L.

Note that A, is the dispersion between the head and tail
packets, and per-packet dispersion (PPD) in L; is

—~—, (I<i<n). (1)

Here, N(i) is the number of packets that the train maintains
when it traverses on L.
Each time after probing the path with a packet train, R,

@ NGi) packets ——»
Ty NN @ -

< A; >
MY Probing packet-

) J

Fig. 1. A probing packet train on L; .
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collects a sequence of PPD, i.e. p, p,...,p,, to identify the
relation between r, and 4. If n = 1, the path consists of only
one link, so it is not necessary to analyze p, because p, is
solely limited by the spare transmission ability of Ry, i.e. 4.

Now, we consider what happens when 7 > 1. Note that the
source cannot send packets at a rate that is higher than 4,, so
r, <4,. Therefore, v} +r, <r! + 4, =C,. As aresult, L, can
carry all the traffic without queueing. This indicates that 7/
remains unchanged since the cross traffic on L, is not affected
by the probing train. In addition, because the cross traffic on
L, comes from L, and elsewhere through R,; r? remains
unchanged because the path properties are assumed to be
constant during a measurement process and 7! is not
changed.
Proposition 1:ifr, < A, then Vie (,n], p;=p:.1.

First, let’s analyze how the train enters L, from L;. In a p;
period, a probing packet enters L,. During the same time, the
amount of cross traffic that enters L, via R, is X, =72 - p, .

Thus, the total amount of packets that L, accepts during a p,
period is S + X, . Since r, < 4 and A4 equals to the minimum
link available-bw, we have r, <4 < 4, and

S+X2=(r,,+r82)~p1s(A2+r62)-p1=C2~p1 (2)

As a result, L, can carry forward all the packets from R,
without queueing. Therefore, the packet train is still
transmitted at rate r, on L,, and p,= p;. Obviously, the cross
traffic on both L, and L; is not affected by the packet train.

Then, we inductively prove this in the subsequent links.
Suppose n>2, p; =p,, for i = 2, 3,...,k(2£k£n—1). The
packet train on L, travels at rate r,; both rf and r#*! are
not altered.

As the train enters L,,; from L, only a probing packet
moves into L. in a p; period, and the amount of cross traffic
that goes into L, from R, in that p, period is
X =rf - pi . Consequently, the total amount of packets

that L, accepts during a p, period is S + X,,. Because r, < 4
S Aern

k41 k41
S+Xk+1:(”p+’”c i )'ka(Ak+1+rc " )'pk:CkH'pk 3)

Thus, all the incoming packets can be transmitted by L+,
without being queued, so py.; = p; and the rate of the train on
Ly is still r,; additionally, #/*' and rf*? remain
unchanged.

Finally, we conclude that Vi e (1,n], p;=p;..

Proposition 2: if v, >4, Ji e (1,n], p;> pi1.

Since r, > 4, there must be at least one link available-bw
that is lower than r,. Specifically, we name a link the first
narrow link if its available-bw is first less than 7,. Obviously,
L, cannot be the first narrow link because we always

haver, <A4,.

Now suppose that L, is the first narrow link, then r, > 4,.
As we have shown above, when the train traverses from L, to
L,, the total amount of traffic that enters L, in p, is S + X3, so

K+l K+l
S+Xk+1:(rp+rc * )'PkS(AkH*”c N )'pk:Ck+1'pk 4)

This indicates that L, has to take more time to carry out the
total traffic it accepts in a p, period. Therefore, queue is built
up and dispersion of the packet train is enlarged. Specifically,
L, expands the PPD to be

_S+X,
Py = c, (5)

According to (4), p,> p;.

Now we consider the case that L, is not the first narrow
link and » > 2. Assuming that the first narrow link is L, r, >
A and 2<k<n . Naturally, links {L;, L,,...,L,;} can be
viewed as a short path Py included by the original path P. In
Py, all the link available-bw is not lower than ,. According to
proposition 1, the data-rate of the train on L, is still »,, and
r* remains unchanged. The total amount of traffic that

travels into L; in p;., is S + X}, and
S+Xk:(rp+rck)'pk—l>(Ak+rck)'pk—1:Ck'pk—l (6)

L, needs more than p;., to carry out the traffic, and

S+ X,
Ck

Py @)

According to (6), pi> pi-1.
Finally, we conclude that if v, > 4, 3i e (I, n], p;> p..1.

B. Active Probing Scheme

Based on the analytical model, we come to capture the rate
ranges for each link available-bw through monitoring the
PPD sequence of packet trains sent at different data-rates.

In RichMap, the link available-bw 4; is not a number, but a
rate range [Ruyin, Rmax] in Which 4; resides. The upper bound
Runax 18 the lowest 7, that is identified to be higher than 4;, and
the lower bound Ry, is the highest 7, that is proved to be
lower than or equal to 4. Initially, R, = 0 and Ry, is marked
as unknown. At a probing rate 7, the source node probes the
path with a long packet train, and then it collects the PPD
sequence. After each probe, all rate ranges are adjusted (Fig.
2).

Specifically, L; expands PPD if p;> p;; is detected. Note
that when p; = p,.; and L, is not the first narrow link, we
cannot set Ry, of L; to 7,. The reason is that under such a
situation, the probing packet train must enter L, at an
unknown data-rate that is lower than r,. There is not a rate
range for A, because L, is directly attached to R, and 4, can
be directly estimated by R,.

In addition to obtain the rate range for link available-bw,
another critical problem is how to schedule 7,. Initially, 7, =
A, because 4, determines the maximum r, that R, can obtain.
After a probe, rate ranges are updated, and the next packet
train will be sent at 7, = (v, — 9). If , < 6, or r,, is lower than
the lower bounds of all rate ranges, or no PPD expansion
occurs, the process terminates; here o is the bandwidth
resolution that decides the precision of probing rates. This
process generally stops after probing the path about 4, / &
times.
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01: while (r, = 9)

02: 4

03:  probe_and_collect_ppd(). // packet train sent at 7,
04:  ppd_expanded =falze; // no PPD expansion yet
05 for (1=2.i==m 1++) /i tor links L3, Zs,....L,

06:

07: ifi p[i] =p[i-1]) // Z; expands the PPD?

08: {

09: f{Ryex [1] = 73 || Riwax [1] = UnKnown )

10: Ruax [1] = 7p: [/ veset the upper bound of Z;
11: ppd_expanded = true;

12: }

13: elze if{ p[i] == p[i-1] ) //no PPD expansion?
14 {

15: I Ruin [1] < 7 && !ppd_expanded )

16: Ruin [1] = 7. // reset the lower bound of Z;
17 ¥

18: 3

19:  if{ ¥, < 12\51;1_21 (R[i]) or tppd_expanded)
=h

20: exit(); /f exit thig measurement process
else

27 = — 5 i yaa

22: hW=F— 0 /i reset r,

Fig. 2. Pseudo code for adjusting per-link rate range.

Finding a suitable scheduling algorithm for 7, that can
work under most network situations is a very intriguing task
because it is the outcome of many tradeoffs. In our
experiments, the algorithm (Fig. 2) exhibited two advantages.
First, it enables the probing process to converge after about
A,/ & probes without significant loss in accuracy. Second,
the precision of the rate ranges can be adjusted simply by
adjusting bandwidth resolution &. This is very important for
various users since they typically require diverse fidelities
and performances.

C. Capturing Per-link PPD

To identify the relation between available-bw and r,, R,
must be able to obtain the PPD sequence. Based on the ICMP
mechanism [25] supported by the Internet infrastructure, we
build up a probing packet train that can invoke desired router
responses. Specifically, 2N IP packets of size S are sent to
the destination at data-rate r,. These packets are ordered in
two groups (G; and G,), G, and G, are separated by AG.
Packets in each group are equally spaced by AP. Obviously,
AP = p,, and

S
" ap

The TTL fields of the N packets in G, are set to {1, 2,...,
(n-1), n, n,...,n}; and TTL of the N packets in G, are set to {n,
n,...n, (n-1),....2, 1}. Here, nis the number of links on a
targeted path, and N > n. Fig. 3 illustrates a packet train built
to probe a 7-link path.

Setting TTL fields in such a way makes each router along
the path reply two ICMP packets back to R, as the train
traverses through. When the train arrives at the first router R,
its head and tail packets expire since their TTL values are 1
(TTL expires). As a result, the two probing packets are
dropped and R; sends two ICMP packets back to R,. The
other packets of the train are forwarded to R, after their TTL

®)
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TTL le— N packets of Gy )

f N packets of G; —
7 ¢de o Y
6 ® L

5 L ] L

1 [ 2 L ]
Time
0 >
AP AP Al AP

@ Probing packet of size .S
Fig. 3. A packet train for a 7-link path.

are respectively decreased by 1. In the same way, each
subsequent router repeats the above process.

Therefore, every intermediate router returns two ICMP
packets to the source. The source then measures dispersion
between the arrivals of two ICMP packets from a router to
estimate the dispersion of packet train in the incoming link of
that router. Equation (1) is then rewritten as follows:

pr=SiTAGHAP i), ©)
N -2-(i—1)-1
Note that the ICMP packets returned by R, R, ... R, are

ICMP time-exceeded error packets, while what R, returns are
ICMP destination-unreachable error packets because the port
numbers of the IP packets are set to an abnormally high
integer.

IV. IMPLEMENTATION FEATURES

The implementation of RichMap executes two threads.
One generates a list of destination addresses, probes these
addresses for path information, and inserts the path into the
topology if the path is not detected before. The other obtains
a latest copy of the topology, selects paths out from the copy,
measures all link available-bw of these paths, and refreshes
the topology with up-to-date link available-bw. RichMap is a
collection of about 15,000 lines of C++ code and 1000 lines
of Perl code.

In real networks, there are too many factors that might
affect the measurement process. To ensure the accuracy and
efficiency of RichMap, in addition to some common
heuristics introduced by other methods, e.g. controlling the
probing rate r, [15], resolving IP address alias [13], and
identifying nodes in the same network [27], several important
features are added to RichMap.

Our measurement methodology is designed to answer a
question: how to measure almost all link available-bw on a
given topology? To do this, we first characterize the relation
between a probing packet train and link available-bw. Then
we design an active probing scheme to capture narrowed rate
ranges respectively for each link available-bw. Finally, we
illustrate how to estimate the per-link dispersion of a packet
train since monitoring the dispersion is an essential part of
our scheme.
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A. Probing Informed Random Addresses

A classic problem that single-source topology discovery
systems must deal with is how to obtain reachable destination
addresses in the absence of external information. Instead of
using addresses randomly chosen from the entire IP address
space [26], to adapt to the local network environment quickly,
we choose the informed random address algorithm proposed
in [13] with slight modification.

The basic idea of this algorithm is to guess the IP address
prefixes that contain reachable nodes with two basic
techniques. First, whenever R, receives an ICMP response
from address 4, some prefixes of 4 may contain addressable
nodes. Second, if R, has an addressable prefix P, the
neighboring prefixes of P may also contain addressable
nodes.

However, our testing engineers frequently complained that
the spanning process for prefixes is very time-consuming
when R, is located inside a Local Area Network (LAN). The
reason is that the above algorithm chooses the IP address of
R, as the seed to start prefix searching, but in the LAN this IP
address is generally a private address [12]. Undoubtedly, in
such a case, iterating the algorithm to find prefixes for a
public IP address is tedious. Furthermore, this problem is
urgent since public IP addresses have become a kind of
scarce resources and many applications are used to be
deployed within LANSs.

To solve this problem, we slightly modify the method for
seed selection. Basically, if Ry is probing the Internet from an
interface that is assigned a public IP address, RichMap
explores the prefixes in the default manner. When the
outgoing interface of R, is assigned a private address,
RichMap ecither adopts the IP address of Ry,’s Domain Name
Service (DNS) server as the seed, or it probes preconfigured
IP addresses (e.g. the IP of www.ieee.org), and starts prefix
exploration from the source IP addresses of returned ICMP
packets. In our experiments, this enhancement enables
RichMap to scan the surrounding networks efficiently.

Finally, to construct the topology, R, repeatedly selects a
prefix, uniformly selects an address A from within that prefix,
and probes the path to address 4 with traceroute primitives. If
A is reachable, such a probe generally results in a sequence of
routers Ry, R,,....R,. RichMap then inserts nodes R;, R,, etc.
and links Ry-R,, R|-R,, R,-R;, etc. into its map if these nodes
and links are not in the map.

B. Path Selection and Preparation

As a thread discovers the topology, another thread obtains
a copy of the latest topology, selects targeted paths from the
copy, and measures the link available-bw of these paths.
Selecting paths from the topology for available-bw
measurement is an important problem. Because there are
generally too many paths inside a topology and short paths
are included by long paths, it is difficult to cover all link
available-bw by measuring only a few paths.

RichMap applies a hop-limited path selection algorithm.
The basic idea is to select a path that starts from R,, crosses
exactly H links, and ends at a node in the topology. Initially,
H s set to 1. Each time after probing all the H-link paths that
starts from R, the value of H is increased by 1. If H exceeds
the maximum hop number of the topology or all links on the
topology are covered, the measurement process stops and the

thread requests for the latest copy of topology to start another
measurement process again. In this way, R, captures the
available-bw of nearest links first. Additionally, the nearer a
link to R,, the more frequently its available-bw would be
refreshed. In most of the cases, this is what the users expect
because they are more interested in their neighboring
elements than the remote elements.

Before capturing the link available-bw of a path, it is
necessary to capture several path properties, including A4, that
decides the maximum 7, that R, can achieve, and round-trip
time (RTT) between R, and R,. This is done by sending out a
set of packets to R, as soon as possible, recording the time
that a probing packet is sent and an ICMP packet is received.
Path properties should be obtained at initial phase because
they help to discover route change and to construct the
probing packet trains in later phrase.

C. Capturing P, and P,

When measuring the available-bw, we simply cannot
expect that every probing packet sent to R, can invoke a reply
because R, may generate a limited number of ICMP packets
in a constant interval. In fact, R, will typically only generate
ICMP packets for some of the probing packets. As a result,
the source has to carefully manipulate the timing of ICMP
packets returned from R, to estimate p,.

The source records the moment that it receives the first
ICMP packets from R, for the packet groups G, and G,
respectively: {t,, .}. For example, the m,” packet of G, and
the m,” packet of G, respectively trigger the first ICMP
packets from R, for the two groups, so A, =#, — #; and

A, ~AG+AP

Pu= (10)

N—-m, +m,

Note that if a whole group of packets do not trigger any
ICMP packet from R,, we try again after enlarging AG
because sometimes R, cannot generate more than one ICMP
error packet in a very short interval.

An additional PPD (p,) is added to the PPD sequence to
estimate the packet dispersion at the exit of R,. In the
analytical model, we have r, < 4,. However, in real networks,
this is not always the case. R, sometimes rejects packets sent
by the R, due to the overflow of incoming queue. This
indicates that 4, not only depends on how fast R, can transmit
a train, but also relies on how fast R, can accept the train. This
is a common feature of all links. The processing ability of R,
indeed limits 4, and r,. By taking in p, as the PPD in link “L,”
that virtually locates inside R,, we enhance the ability of
detecting PPD expansion. Specifically,

Py =AP (11)

D. A Fleet of Packet Trains

Recall that when a packet train enters a congested link
where the link available-bw is not high enough to embrace
the train without queueing, the PPD expansion takes place.
At each probe, sometimes it is inaccurate to identify that a
link (e.g. L;) expands the PPD using the equation “p;> p;.,”
because the PPD sequence may be skewed by network noises.
Therefore, to accurately identify the PPD expansion, a fleet
of F packet trains are applied for each 7,
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Fig. 4. Probing packets go through two paths from R, to R..

Generally, there are two kinds of expansions: sharp and
gradual expansions. The sharp expansion denotes the
situation that PPD is dramatically enlarged by a specific link.
While gradual expansion refers to the situation that there is
no significant difference between neighboring PPDs, but
PPDs in downstream links are obviously larger than that in
upstream links. Every packet train results in a sequence of
n+l PPD for Ly, L,...,L,, a fleet of F packet trains leads to

PPDs {p}, pA...,pf } for L. Let M(i) denotes the mean
value of the F PPDs for L,. Taking only the mean PPD in each

link enable us to remove the outliers and focus on the regular
values. Now, L; causes a sharp expansion if

M@E)-M@i-1)-2>0 (12)

Frequently, although there is not a sharp expansion
detected, the path can observe a gradual expansion by
comparing all the PPDs as follows:

i[[M(i)—M i-

GE ==

1)'/‘] (13)

n

Here I(x) = 1 if x > 0, or else /(x) = 0. The hard gauge
parameter / is larger than the soft gauge parameter y; if GE >
0.33, a gradual expansion takes place. If a sharp expansion is
detected, R, adjusts the rate ranges as shown in Fig. 2. When
the gradual expansion is identified, r, is decreased by &,
leaving all the rate ranges unchanged.

Additionally, there is another metric that can be used to
identify the gradual expansion: the loss proportion. Since a
router often drops packets when it has not enough space to
accept the probing packet trains, the loss of probing packets
can also be considered as an evidence for dispersion
expansion. Specifically, a probing packet is defined as loss if
the source does not receive a corresponding ICMP packet.
For a single train, the loss proportion (Lp) is the number of
loss probing packets (V;) over the number of probing packets
(2N):

Ny

o, (14)

p=
If Lp > ff and no sharp PPD expansion detected, R, adjusts
r, as if the gradual expansion occurs. Generally, 0 < <1.

E. Other Considerations

During the measurement, 4; may limit what the rate ranges
can cover. For example, if 4;> A4, the upper bound of the rate
range for L; cannot be inferred since L; always accepts the
packet train without causing PPD expansion. Furthermore,
because the bottleneck link limits the transmission rates of
packet trains that traverse through, RichMap sometimes
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cannot clearly infer the available-bw of links located right
after the bottleneck link.

The topology cannot be static since route changes may
occur at any time. When the available-bw measurement
thread obtains the latest copy of the topology and start
probing, it may find that some paths have been changed. The
thread detects the change by checking whether the returned
ICMP packets come from desired routers or not. If the
measurement thread finds new links (also called backup
links), it directly adds these links to the topology (Fig. 4).

Though discovering a complete topology is not our
purpose, measuring available-bw on a complete topology can
give users a sound view of their surrounding networks.
Because RichMap attempts to discover the topology from a
single network node, it may miss some links that are
unreachable from R,. To find these links, RichMap first
searches for some routers that support source-route option,
and then it probes the already discovered routers via these
source-route capable routers. In [13], Govindan et al. exhibits
more details about this technique and proves that 90% links
can be found if only 5% routers are source-route capable. In
our network experiments, we found this technique did work
well.

V. VERIFICATION

The accuracy and efficiency of RichMap have been
verified through simulations and network experiemtns. First,
a simulation environement is built to study how RichMap
measure all link available-bw on a path. Second, RichMap is
compared with Pathload on the ability of measuring path
available-bw. Finally, besides available-bw measurements,
the topologies that RichMap constructed for 12 diverse
networks are also evaluated.

A. Simulation Verification

The ability of RichMap on measuring link available-bw on
a path has been verified in Network Simulator (NS) [21],
which is a controlled and reproducible network simulating
environment. Specifically, RichMap was implemented in
both the application and agent levels of NS. A linear topology
is used throughout the simulation (Fig. 5). Nodes 0 and 7 are
the source node (R,) and the destination node (R;),
respectively; nodes 1-6 are intermediate nodes. All links are
duplex; capacities of links are in the unit of bits per second. In
addition, every link applies the drop-tail queueing principle.
Table I lists the parameters used by RichMap.

Before our verification, we slightly modify the ICMP
mechanism of NS. In real networks, it is the node (router) that
counts the TTL field of each IP packet, and responses with
ICMP error packet if the TTL expires. While in NS, it is the
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TABLEI
PARAMETERS
Parameter Description Default

N The number of packets in half a train. 30

F The number of packet trains in a fleet. 8

S The size of the probing packet. 300 Bytes
o The bandwidth resolution. Ai/12

A The hard guage parameter (Section IV). 0.15

u The soft guage parameter (Section IV). 0.05

s The loss gauge parameter Section IV). 0.25

The utilization of a path; for link Z;
(<i<n), 1/ /C; =u,.

Set according
to scenarios

link that decreases TTL and simply drops the expired packets
without generating any ICMP packet. To walk around this,
we developed an ICMP application and attached it to every
node except R,. The ICMP application responds with a
56-byte ICMP packet back to R, whenever it receives a
probing packet. Thus, R, directly sends packets to the ICMP
application attached to a node, if R, wants that node to
responds with ICMP packets.

In the following simulations, we apply one hop persistent
(OHP) cross traffic to the path. Specifically, an OHP packet
stream comes from four CBR traffic sources, and must exit
the path after traversing only one link. Packets of each OHP
traffic stream are carefully set as follows: 15% 576 bytes,
20% 1500 bytes, 50% 40 bytes and 15% randomly
distributed between 40 and 1500 bytes, similar to the Internet
packets measured in [29]. All links are equally utilized by
OHP cross traffic. For example, the path is 40% utilized
means that all links in the path are 40% utilized, i.e. the cross
traffic on each link is {40, 32, 24, 20, 28, 16, 40Mbps}.
Actually, there are two paths in Fig. 5: the forward path from
node 0 to node 7, and the reverse path from node 7 back to
node 0. What we are measuring is the link available-bw on
the forward path.

Table II shows how the rate ranges for all link
available-bw are adjusted in a single measurement process.
In this case, u, = 40%. The actual link available-bw {4, 4, ...
Ay} are {60, 48,36, 30,42, 24, 60Mbps}. At the first probe, 7,
= 60Mbps, both L, and L; cause sharp PPD expansions; after
setting the upper bounds of 4, and A4; to 60Mbps, R,
decreases r, by 6= 5Mbps and probes again. Finally, at the
9" probe, 7, = 20Mbps, the lower bound of 4 is identified to
be 20Mbps because it is the first time that both L, and the
upstream links do not expand the PPD. Because the lower
bounds of all rate ranges are higher than 7,, the measurement
process terminates. Note that there is not a rate range for 4,
because, in the preparation phrase, 4, is directly worked out
by testing how fast R, can transmit packets in a limited
interval without affecting other data flows on L.

A step further, we evaluate RichMap under different load

conditions. The reverse path is 40% utilized, while the
forward path is 20%, 40%, and 60% utilized, respectively.
Fig. 6 shows the measured rate ranges for all links.
Particularly, “FP u, = x%” means the forward path is x%
utilized.

The first observation is that RichMap is able to accurately
capture the link available-bw, no matter if the targeted path is
congested (1, = 60%) or underutilized (u, = 20%). The rate
ranges for 4,, 4;, A4, and A4 focus on the actual available-bw.
Moreover, RichMap can always precisely identify the rate
range for bottleneck link (L¢). Though the rate ranges for 45
and A, are obscure, they indeed give us a signal that A5 and 4,
must be higher than the displayed lower bounds.

The second observation is that the rate ranges for 45 and 4,
provide only lower bounds. 45 is higher than 45 and A4,, and
A5 is higher than 4, A,, and 4s. Therefore, the upper bounds
of rate ranges for 45 and A, left unknown because packet
trains cannot transmit on Ls and L, at a rate that is higher than
As and A;. In addition, packet trains transmitted at a rate 7,
that is higher than A4; or A4 must be expanded before they
reach Ls and L. In this case, the packet train reaches Ls and L,
at an unknown data-rate that is lower than r,, so the lower
bounds of A4s and A; cannot be set to 7,. As a result, these
lower bounds can only be set to a value that is not higher than
both 45 and A4,.

The third observation is that as the path load grows
heavier, the resulted rate ranges grow wider as well. R,
generally cannot identify the sharp PPD expansion when 7, is
just a bit higher than the actual available-bw. Recall that the
PPD is expanded when the packet train enters a congested
link. If L,;, is the first link that expands PPD, stated in Section
3, in a p, period, totally S + C;, u, p; amount of

S+C,, u,-p,

= (15)
p1+1 Ci+1
Naturally, we have
p,-+1 — %z, +Ci+l .ui — rp +Ci+1 'ut (16)

Pi c c

i+l i+l

As revealed by (16), when u, is low (20%), a small change
in r, can leads to large PPD difference. But when u, is high
enough, e.g. u, = 60%, this is not the case. Thus, as u, grows,
the upper bounds of rate ranges become hard to identify.

Measurement time is the main indicator of the efficiency
of RichMap. Table II lists the time that RichMap takes to
measure all link available-bw on the path. Under different
load conditions, a single measurement process averagely
consumes 2.02-2.83 seconds. In addition, the minimum time
that it takes is 1.90-2.52 seconds; and the maximum time that
it takes is 2.35-3.11 seconds. The measurement time
increases slowly as the path utilization grows from 20% to
60%. For a user or an application, RichMap is efficient
enough in measuring all link available-bw on a path.
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TABLE II
THE RATE RANGES FOR ALL LINK AVAILABLE-BW (THE SYMBOL U REFERS TO “UNKNOWN BANDWIDTH”)
Probe # p Rate Range Rate Range Rate Range Rate Range Rate Range Rate Range
(Mbps)  for A, (Mbps)  for A; (Mbps)  for A4 (Mbps)  for As (Mbps)  for Aq (Mbps)  for A; (Mbps)
1 60 0, 60 0, 60 0,U 0,U 0,U 0,U
2 55 0,55 0,55 0,U 0,U 0,U 0,U
3 50 0,50 0,50 0,U 0,U 0,U 0,U
4 45 45,50 0,45 0,U 0,U 0,U 0,U
5 40 45,50 0,40 0,U 0,U 0,U 0,U
6 35 45,50 35,40 0,35 0, U 0,U 0,U
7 30 45,50 35,40 0,30 30, U 0,30 0,U
8 25 45,50 35,40 25,30 30, U 0,25 0,U
9 20 45,50 35,40 25,30 30, U 20, 25 20, U
TABLE III 100
RICHMAP MEASUREMENT TIME ——FP 1= 20% ‘
FP u, Measurement Time (Second) %0 fmmme 1FP 1, = 40% nql.nb ‘“,‘ nU
Min Mean Max 20 L| ——FP u,=60% i ¢ i
20% 1.90 2.02 2.35 ©  Real available-bw :I i
40% 2.06 2.40 2.88 70 - ; ;
60% 2.52 2.83 311 Tl ¢ 5 i
2 : |
g 0r 3 o : :
g . i !
B. Comparative Evaluation ;é 40 = b e o T 7
In addition to simulation, the accuracy of link available-bw g 30 | f 5 - °
is compared with Pathload, which is typically an end-to-end 20 | } ltI> 51 L
measurement tool that requires the cooperation of R, and R,. HES
Note that what Pathload measures is the path available-bw, 10
instead of link available-bw. However, because the path 0 \ \ \ . . .
available-bw equals to the available-bw of bottleneck link, Aj As Ay As Ag A

we compare the minimum link available-bw of RichMap
with the results from Pathload so as to indirectly verify the
ability of RichMap. We do not attempt to make quantitative
conclusions because that demands the deployment of
Pathload on a large number of nodes. Instead, our objective is
to evaluate RichMap and Pathload in public networks.

To deploy Pathload in some end nodes, we elaborately
search in the discovered topologies for nodes on which we
have administrative control. We then deployed the receiver
part of Pathload on these nodes and run the sender part on R,
to measure the paths from R, to these nodes. The frequency

that Pathload and RichMap access the a path is quite different.

In our experiment, every instance of Pathload is configured
to measure specific paths once per hour, while RichMap
averagely access these paths once every 12 hours. We
performed the comparation in 46 paths, Fig. 7 typically
illustrates the result on a 3-link path and a 6-link path.

We found that RichMap is able to capture the available-bw
of bottleneck link as accurately as Pathload does. When a
path consists of no more than six links, RichMap outputs rate
ranges that exactly focus on the path available-bw. When the
number of links increases, the rate ranges tend to enlarge as
well. But the rate ranges for the 6-link path is not larger than
that for the 3-link path. This is a typical case in our
experiments. Because the bottleneck link available-bw of
longer paths is generally lower, the rate ranges of bottleneck
links are focused even though they often fluctuate due to
network noises.

Available Rate Range
Fig. 6. Link available-bw under different load conditions.
The symbol U refers to “unknown bandwidth”.

In addition, RichMap took slightly more time than
Pathload. Though the implementation of grey region
generally requires more probes before convergence, Pathload
was supported by software deployed at both end-points of
paths. In contrast, RichMap relied on only the source node, so
it sometimes had to wait a while for the ICMP packets
returned by designated routers.

C. Topology Verification

Though discovering a complete topology is not our main
purpose, we want to know whether the topologies that
RichMap builds for available-bw measurements are complete.
From July 2004 until now, RichMap has been applied to
measure 12 diverse networks: six small-scale networks that
are respectively located in six different buildings, four
campus networks, and two large-scale commercial networks.
Table IV lists how many nodes and links RichMap have
discovered in the 12 networks.

We are encouraged after consulting network operators of
the 12 networks'. Operators of the six small-scale networks
praised our work because our maps captured more than
95% nodes and links, and the maps in fact gave them more

'"ISCAS, GUCAS, USTC, TSINGHUA, and PKU are the Institute of
Software, Chinese Academy of Sciences, the Graduate University of the
Chinese Academy of Sciences, University of Science and Technology of
China, Tsinghua University, and Peking University, respectively. Beijing
Broadband and Beijing Telecom are two commercial ISPs of Beijing, China.
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Fig. 7. Path available-bw measurement of RichMap and Pathload (we plot only the mean value of the rate range of Pathload).

insight than network structure. For example, four of the six
networks used RichMap to figure out the bottleneck links and
upgraded their networks. One operator even redesigned his
network structure to optimize the network performance by
monitoring the utilization of 28 critical links using RichMap.

Three of the four campuses responded that our topologies
captured more than 80% routers. Since each link is marked
with its available-bw, the topologies indeed gave a clear
insight of their network structure, e.g. the backbones and
department networks. The two ISPs answered that more than
50% their nodes have been detected by RichMap. However,
both campuses and ISPs did not give any comment on the
link connections because either they had not maintained such
knowledge or they reserved the link information for security
reasons.

In particular, two RichMap instances were separately
applied to measure the GUCAS network from two locations:
one connected to the backbones and the other stayed inside a
department LAN. The two instances resulted in two
topologies that shared 94% common nodes and 86% common
links. This reveals that, in both small-scale and medium-scale
networks (like campus), the topologies obtained by RichMap
are stable and complete regardless of the location of source
node.

VI. RESULT AND ANALYSIS

After verification, we come to view the maps that
RichMap outputs, and to analyze the measurement results.
Due to space limitation, only the measurement over GUCAS
network is presented. The following analysis can be applied
to most of our measurements because the GUCAS network
typically consists of high-performance backbones, which
connect a large number of diverse and small-scale LANs.

Fig. 8 shows the measured links available-bw over two
copies of the topology. Our first observation is that RichMap
is able to capture both backbones and small-scale networks
that are of different transmission capabilities. There are about
ten high-speed links, connecting many local networks. Some
local networks are built with high-performance equipments,
while many others are not. Here, the source node happens to
be in the same LAN of a backbone router. This enables
RichMap to probe for link available-bw in a large range of

TABLE IV
TOPOLOGY INFORMATION (ORDERED BY MEASUREMENT DATE)

# Network Scale No. of nodes No. of links
1 GUCAS Campus 251 633
2 USTC Campus 337 1040
3 GUCAS Building 1~ Small-Scale 79 186
4 GUCAS Building2  Small-Scale 65 190
5 USTC Building 1 Small-Scale 91 350
6 Beijing Broadband ~ Large-scale 1409 5956
7 TSINGHUA Campus 482 1614
8 Beijing Telecom Large-scale 1826 4533
9 ISCAS Building 1 Small-Scale 98 225
10 ISCAS Building 2 Small-Scale 87 201
11 PKU Campus 322 1530
12 USTC Building 2 Small-Scale 80 193

data-rates because the backbone gives the source node a very
large 4.

Another observation is that although the available-bw of
the backbone links are steady, most link available-bw
changes with time. Link available-bw of the 54™-hour
topology is generally higher than that of the 80"-hour
topology.

We analyzed the log of RichMap and found that
measurement of the 54™hour topology was largely
conducted at night, while measurement of the 80th-hour
topology was executed in the day. Link available-bw is
comparatively low since cross traffic in the day is more
congested and busty than those during the night; RichMap
did perceive the right situation.

Note that the two copies were different because some links
were continuously added to the topology by the topology
discovering thread. During the process of measuring a copy
of the topology, R, refreshes the available-bw of nearby links
more frequently than the remote links. To smartly monitor a
particular network area, the RichMap software provides an
option that allows one to select a set of paths from the maps
for timely measurements.

Now we study the effect of source node positions. Two
RichMap instances were executed at two geographically
different positions of GUCAS network: one connected to
backbone (as shown in Fig. 8), the other stayed in a
department LAN. These two locations are referred as center
node and edge node, respectively. Fig. 9 shows that during
the process of measuring a copy of the topology, how
frequently a link will be traversed by probing packet trains,
and how often a node must respond to the packet trains with
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Fig. 8. Measured link available-bw on the topology of GUCAS network. We plot only the mean value of a rate range. If the upper bound of a rate rage is
unknown, then we plot the link available-bw as unknown.
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Fig. 9. Analysis of accessed nodes and links on GUCAS network.

ICMP packets. The result is that RichMap located at the edge
node generally requires much more time and payload than
that at the center node to cover the topology. In addition,
since 4, of the edge node is generally lower than that of the
center node, the edge node typically results in a map that
cannot cover a wide range of rates as the center node does.
Finally, our later investigation revealed that RichMap
tends to obtain accurate link available-bw when most of the
nodes are no more than 6-hop away from R,. Recall that
RichMap first measures short paths of small hops, and then
explores long paths of large hops (Section IV). As the hop

2000
2700
2400
2100
1300
1500
1200

R perceives 1221 links and
477 nodes when hop= 7

The no. of hops
Fig. 10. The hop-limited scope of Ry on Beijing Telecom network.

number increases, all the links and nodes that RichMap must
cover grows quickly (Fig. 10). Although 6-hop is enough for
campus-link networks, it limits the scope of RichMap. Many
factors contribute to this effect, e.g. the dynamic traffic
conditions, and the unexpected router behavior. In the
experiments, we found that these factors are correlative, and
they step in together as RichMap attempts to measure long
paths. Thus, an accurate scheme that can cover large-scale
networks requires many more comprehensive considerations
than we have made.

VII. CONCLUSIONS AND FUTURE WORK

RichMap is designed to measure all link available-bw on
the network topology from an arbitrary end node. The
implementation of RichMap combines many heuristics from
both topology discovery and available-bw measurement.
Specifically, we have evaluated RichMap through
simulations and networks experiments over 12 networks. The
result shows that RichMap is able to accurately and
efficiently capture the link available-bw of surrounding
networks when most of the nodes are no more than six hops
away from the source node. In addition, RichMap can also
construct comparatively complete topologies of both
small-scale and medium-scale networks.
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This paper analyzed the approaches to topology discovery
and available-bw measurement; many issues require further
study, including the impact of dynamic router behavior, the
modes of interaction between probing packet trains and
diverse cross traffic, as well as the perception of networks
from the perspective of an end node. We also hope to
improve RichMap by adding more features to precisely
identify PPD expansion in the presence of long paths, as well
as to speed up the measurement process regardless of the
source node position.
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